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Introduction 

Reverse engineering is the process of discovering the technological principles of a device, object, or system 

through analysis of its structure, function, and operation. It often involves taking something apart and 

analyzing its workings in detail to be used in maintenance or to try to make a new device or program that 

does the same thing without using or simply duplicating the original.   

 

 

 

  

  

  

  

  

About the Topic 

Android applications are built in java and are made to run on Dalvik virtual machine(java virtual machine 

specially designed for android platform). Android applications are packaged with .apk extension, a format 

used to package and distribute android applications. An APK file contains all of that program’s code such as 

(.dex files), resources, assets, manifest files and certificates. 

Interesting part about android application is that it is just an archive file renamed with APk extension. It can 

be easily extracted by changing its extension from apk to zip.  

 

 
 

 

 

 

http://en.wikipedia.org/wiki/Process_(engineering)
http://en.wikipedia.org/wiki/Function_(engineering)
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Anatomy of Android application 

Reverse engineering process of Android application helps to analyze the structure of an APK file. 

An APK file is an Android executable file. The aim of the process is to get Java source code and 

other configuration files from it.  
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Reverse Engineering of APK files involves two phases of retrieving:  

1) Source code  

2) Configuration and other files  

  

Phase 1: Retrieving the source code  

Following steps demonstrate the steps to extract the source code of the android application 

from apk. 

Step 1:  

 Change “.apk” extension to “.zip” for example change test.apk to test.zip.  

Step 2:   

Extract the contents of “.zip” file into a folder. The unzipped directory is shown below; observe 

the “classes.dex” file of the application. “.dex” files are compiled Android application code file. 

Android programs are compiled into “.dex” (Dalvik Executable) files, which are in turn zipped into 

a single “.apk” file on the device.  
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Step 3:   

Use a tool like dex2jar to converting dex file to jar. Convert “classes.dex” file into a jar file.  

1) Download dex2jar from http://code.google.com/p/dex2jar/downloads/list   

2) Extract “dex2jar-<version>.zip” to a folder, for example C:\dex2jar-<version>  

3) Use dex2jar to generate “.jar” file. dex2jar will generate a file named “<someApk>-

dex2jar.jar” in the working folder.   

  

Command for using dex2jar – 

 C:\dex2jar-version>dex2jar “C:\ApkFile\someApk.apk”  
 

The command to generate “.jar” file using dex2jar and “classes_dex2jar.jar” file is shown below 

 

 

 

 

 

After the command is executed, it creates “classes_dex2jar.jar” file in the specified directory.  

 

Step 4:   

 

 

Use a decompiler like jd-gui to view the source code files from the jar file. You can save the 

source code files into a directory using jd-gui File->Save Source option. The jd-gui interface 

displaying source code is shown below.  

 

 

 

http://code.google.com/p/dex2jar/downloads/list
http://code.google.com/p/dex2jar/downloads/list
http://java.decompiler.free.fr/?q=jdgui
http://java.decompiler.free.fr/?q=jdgui
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Phase 2: Retrieving the Configuration and other files  

In the above phase, we converted apk file to zip. The configuration files like 

”AndroidManifest.xml” are not in readable format when retrieved from conversion of apk to zip. 

To obtain configuration and other files we make use of apktool. The apktool provides smali files 

along with configuration file. The steps to retrieve configuration and other files from “.apk” file 

are as follows:   

Step 1:  

Download apktool from https://code.google.com/p/android-apktool/ 

Step 2:  

Use apktool to decompile and unpack “.apk” files. To decompile apk file, go to the directory where you 

have saved apktool and type “apktool d <name of the apk file to be unpacked> <name of directory to 

place the contents>”  

https://code.google.com/p/android-apktool/
https://code.google.com/p/android-apktool/
https://code.google.com/p/android-apktool/
https://code.google.com/p/android-apktool/
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Command for using apktool to decompile -  
     

C:\apktool>apktool d “C:\ApkFile\someApk.apk”.  

 
After the command is executed, it unpacks the application in the specified directory 

 

 

The unpacked directory is shown below; observe the different files and folders in the application.  
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The directory consists of following files:  

 res - It gives access to the entire “resource” directory of the application  

 smali – It contains disassembled dex files  

 AndroidManifest.xml – “AndroidManifest.xml” is a powerful file in the Android platform that allows 

you to describe the functionality and requirements of your application to Android.  

 apktool.yml – File generated by apktool  

 

 

 

Recompiling to .apk files  

 The smali files obtained from the reverse engineering process can be edited to change the application 

behavior. Once the changes are made, the files should be recompiled back to “.apk” file. Here we change 

the application URL from the smali file and recompile it to “.apk” file. Recompiling to “.apk” file involves 

the following steps:  

Step 1:  

Modify smali files.  

The “.smali” file contains disassembled dex code which is not exactly a java code. However, we can find 

string literals in “.smali” files and edit them to make changes to the application. The smali file is shown 

below; observe the application URL represented as string literal in this file. 
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Edit the string literals to change the application URL and modify the application behavior.  
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Step 2:  

Recompile files to “.apk”  

  

After modification, recompile the files using apktool into “.apk” file. To recompile files, go to the directory 

where you have saved apktool and type “apktool b < name of directory to recompile> <name of apk file>”  

 

Command for using apktool to decompile - 
        

C:\apktool>apktool b “C:\ApkFile\Decompile” “C:\ApkFile\someApk.apk”  

  

The command to recompile to an “.apk” file using apktool is shown below. 

 

 

After the command is executed it recompiles the files into an “.apk” file of specified name.  

 

 

 

 

 

 

 

 

 

 

Step 3:  Sign the “.apk” file  

 The recompiled “.apk” file has lost the developer signature during the recompilation process. However, 
to install the application on android devices, it must be a signed apk file. Sign the application with an apk 
signing tool like apk-signer.   

 Download apk-signer from http://code.google.com/p/apk-signer/  

http://code.google.com/p/apk-signer/
http://code.google.com/p/apk-signer/
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  First generate a key using apk-signer as shown below. We create a key “k1” using apk-signer.  

 

 

 

 

 

 

 

 

 

 

 

 

 Use the key generated from apk-signer to sign the “.apk” file. Using the generated key “k1” we 

sign “Modified.apk” file 
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Finally we have a signed “.apk” file now that contains a modified application URL and which can be 

installed to an Android device.  

 

 

Conclusion 

This document explains the reverse engineering process of Android Applications using different 
tools. Most of these tools are free and readily available. These tools help in providing basis to set 
up for further analysis of Android Application. Leveraging the reverse engineering process, 
security testers can dig out flaws/vulnerabilities from the java byte code of the application. You 
can easily decode resources to nearly original form and rebuild them after making modifications.  
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At QA InfoTech (an ISO 9001:2008, 20000-1:2005, 27001:2005 and CMMI Level III certified 

company), we specialize in providing independent offshore software testing and, unbiased 

software quality assurance services to product companies, ranging from the Fortune 500s to 

start-up companies. 

Established in 2003, with less than five testing experts, QA InfoTech has grown leaps and 

bounds with its QA Centers of Excellence globally; three of which are located in the hub of IT 

activity in India, Noida, India and the other, our affiliate QA InfoTech Inc.  Michigan USA. In 

2010 and 2011, QA InfoTech has been ranked in the top 100 places to work for in India. For 

more details, please refer to our blog on this event. 
 

“We assure the highest degree of Excellence and Accuracy in our engagements. 
Once you have placed your trust with us, rest assured we guarantee an elated 
peace of mind”   

- Mukesh Sharma, Founder & Chief Executive Officer 

 

 
For More details: 

   •Contact us at info@qainfotech.com                                                                •Visit us at www.qainfotech.com 

                          
 

                         
 

USA Office: Farmington Hills
         

           Michigan, U.S.A.- 

      Phone:  +1-248-719-3409 

 

 

                                
 

India Headquarter: A-8 Sector-68, Noida 

 

Uttar Pradesh, India                                                                                                       
Phone: 08010180180 

 

http://www.qainfotech.com/qainfotech_inc.html
http://www.qainfotech.com/blog/2010/07/qa-infotech-bags-a-strong-seat-in-the-indias-best-companies-to-work-for-in-2010/
mailto:info@qainfotech.com
http://www.qainfotech.com/

